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Ox05 What could happen to me?

¢ ClA Triad - anatomy of a cyber attack

& Confidentiality . Integrity &d Availability

- Sensitive information disclosure - Modification / creation / deletion of data - Anything denying an access to a
- Data breaches - Fraud resource

- Data interception - Disinformation - Crashes, glitches, overloads

- Intelligence gathering - Forgery - Power outages

- Insider threats - [dentity theft - System compromise

_Physical theft - Social Engineering

: , : - Ransomware
- Social engineering

. - System compromise
- System compromise

CONFIDENTIALITY

TRIAD

£

INTEGRITY

AVAILABILITY

Functionality vs Security principle
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Ox06 MITRE - the actual techniques
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Ox07 Web Application Security

@ Your trust, in others hands

Database breaches may expose your credentials

2017 2021
A01:2017-Injection 7 A01:2021-Broken Access Control
A02:2017-Broken Authentication " ' ":/>’4,_,> A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure . > A03:2021-Injection
A04:2017-XML External Entities (XXE) />/ (New) A04:2021-Insecure Design
A05:2017-Broken Access Control ™ f_\; = A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration e >2 A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) // =\ A07:2021-ldentification and Authentication Failures
A08:2017-Insecure Deserialization -= (New! A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities * saiid > A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring s (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

https://owasp.org/Top10/

https://portswigger.net/web-security

https://owasp.org/www-project-web-security-testing-guide/ Credential leaks are not your fault.
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Ox08 Network Security

€ Intruders on their way

Phishing is the most common external, initial access vector.

Windows systems are insecure by default - hardening and monitoring is important.

Segment your networks.

Example:

1. The IPvé is preferred over IPv4, but no-one controls it.

2. If no one controls the IPv6, then who is able to lease DHCPvé IP's and become the
DNS Man in the Middle controller?

3. Relay the creds over LDAP in order to create a delegated machine account.

4. Compromise the whole network

Credential leaks are not your fault.
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Ox09 Authentication anatomy

& |lam, | know, | have - the identity principle

https://www.cloudradius.com/secure-authentication-without-multi-factor-authentication-mfa/

Standard good old passwords

e

Multi Factor Authentication

* SMS - GSM based - not really secure
FH
* Apps - crypto based (Authy, Microsoft Authenticator) Something 'ﬁg Something
You Know You Are
* Bio-authentication
Something
You Have

Passwordless
e One Time Passwords
e Certificate-based authentication

+ FIDO, U2F
But how FIDO's really work?
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OXOA Proper Password PO“Cy Bad password examples:

| . * Applel!
Yes, your credentials will be found. « zag1@WSX
. « amelkal123
A good password consists of a sentence. e Marzec2024
It should not contain dates, names, companies, cities and e Cze$tochowice123432!

combinations of them.
Good password examples:

« Use the quotes as an inspiration, not as an actual password.

zielonyParkingDla3malychSamolotow
* Do not store credentials in plaintext on your desktop.

DwaBialelLatajaceSophisticatedKroliki
« Old e-mails may be able to reset your account passwords.

KrukiLasery$DzikiJenoty2Rowery3Bajery
DlazlKostekNaMostek/I$tuka

Change your passwords regularly and avoid reusing them.
Do not use passwords with less than 12 characters. The longer the better.

The recommendation is to use longer passwords instead of special characters. e eertollesls

https://haveibeenpwned.com
Use password management solutions, especially PAM’s. https://pages.nist.gov/800-63-3/sp800-63b.html
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OxOB Cyber Threat Intelligence gt gl etz

@o2.pl:patrycjad48
1978@02.pl:0skareki3
’ : . O g bek@o2.pl:22688
The 21st century intelligence operations lie in the internet 802.pLr e i ionss
‘a@o2.pl:barbara3zi
123@02.pl:Smutny123456

- Monitoring the darknet g02.pl:mordaza
skize67@o2.pl:maciejka
. : 0z2.pl:Z azo19%&e
- Monitoring the telegram channels eploygo2.pl:alfabet312
. . . 66.1996@02.pl:P4talagid?
- Monitoring the ongoing cyber-attacks. .1999602.pl:hard123

ig@o2.pl:Bagalaniz3
. . . syria@o2.pl:Prostaié
- Monitoring the credential leaks 998@02.plimistic777
23@o2.pl:zzz1zzz

. . . scy@o2.pl:dARIUSZ1G

) Ana|yZ|ng the Inte|||gence data' ’ cki@o2.pl:qwerfdsazxcv3eldS16F23
.. . . any85@o2.pl:Xperiaji

- Acquiring the intelligence data. z1@02.pl:Mariano123

@o02.pl:78122616858
2@02.pl:Gg66286848Gg
aaliz@o2.pl:msiaaminad1234

Credentials reuse is a frequent cause of a compromise

| have become a ransomware victim. What do | do? ')v%;
E::URL

Do not negotiate with terrorists.
https://www.nomoreransom.org/pl/index.htm| I-o C K B IT 3.0
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Don‘t get stalked

Person Attack Surface for OSINT Investigations

o [vear 7 Make] Boss / J [Clothingl]
[ Upload ] [Steganalysis] [ Hash ] [CaptionsJ / Model Coworkers Jewelry |

Time Value - X j : ; \ N ;
- earby Sex [ ]‘ [ Hair / ]4 o U I Sl S SR = 3
A A A A [ i ] o Offenders Mood Eye Color g 7", 1 ; = :
; ) Mods or ] Hang-Out Other Local [ ]‘ [ ]‘ =.a8 > e
> Gl - S ESSS——
> Revgr;erér:age < > Mgzltzﬁltia;ﬁm [ Damage Spots [ Thronis Weather asses ] = " S 7
License Direction Location ¢
> — }
R Plate [ Home [Traveling Last Seen]‘ [ SMIRS ]‘ y = 5
»| GCooglelens | Fotorarena Manual ->[ VIN ] School E:Iassmates] [Laz{lﬁt‘een
\ J otororensics Analysis

Frequent

Locations
Image ;
(Start) H File Name ] Vehicle
—‘ Flip ¢—‘—y v
[ (;enerﬁl ] [ [I; r}owln ] Presence M ° Q 7
- e : Where in the world is this place?
ki i
EXIF Data Identit \J . .
(e ‘o Y - Right-hand traffic
v [ emais |
-
Identification P -
Object

Date of Place of .
~ J - Polish phone on a car
S
Identification \;ir:\f/t

Birth Birth
Manual Map
Geolocation View

Appointments Date Last Seen
Person
(Start)

Friends /
Family

Appearance

y Google. , N

Other IRL Online

Attributes
[

Image
Enhancements

Content
Analysis

-
P ) | s )

s — (oo J - The woman is coming back from CCC store (bag)
4" Nz?r?l;frs l _><— - Railroad

e

- Tier company scootie

https://map.snapchat.com/ ~{owerete) (Ccimerr) (agens ) (o Jo— - Skyscrapers in the back
https://www.osintdojo.com/diagrams/main - Park nearby

https://github.com/jivoi/awesome-osint - Probable reverse roundabout sign
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OxOD VPN’s don’t make you totally anon

* VPNs may guard you from network attacks and open access to services closed for certain geolocation.

« VPN's dont make you all anonymous - all your privacy is in hands of a VPN provider.

* The ISP sees you connecting to a VPN.

« Beware the VPN entry point as an initial access vector to domain. It is recommended to segment your
network.

» Free VPN’s may sell your data
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OxOE AV will not save the day

« AVis better than nothing ~

(D 5 security vendors and no sandboxes flagged this file as malicious (> Reanalyze = Similar ~  More ~
abff84ade77b74e287bécOeaa3787e1cd8eb26c74908d77bddb5410c0096d544 Size Last Analysis Date O

. .
« Cyber threats and evasion techniques are constantly
pedll  64bits

Community Score

evolving

DETECTION DETAILS BEHAVIOR O COMMUNITY

° Re |yi n g S O | e |y O n AV’S iS n O | O n g e r S uffi Ci e nt. Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

« Organizations must adapt multi-layered approach - e S
Defense in Depth. Qe e e

« Monitoring, Detecting, and Preventing is crucial. — —

« The attackers will find a way, that is their job. - s

* Letthem have their job while the DFIR blue team = e
investigates - deception, decoys, honeypots, threat nnnnnnn | i::::: -
hunting, = e— S

« What if AV gets trojanized? - - S

https://maldevacademy.com/ - O s e

https://www.fortinet.com/resources/cyberglossary/defense-in-depth
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OxOF Falling into a rabbit hole

Win a bunny

1. How insecureis [oT?
What is the name of the ransomware group compromised by FBI lately?
Is real-time voice cloning possible?

Name one example of an internal threat.

oW N

What is the name of the proces of collecting, safeguarding, and analysis lifecycle of the
criminal cyber-evidence?

What is the most common Web Application vulnerability class as of 20217
What is the most common external initial access vector?
Is it worth it to segment the network?

©w ® N

What is an example of a good password?

10. What is cyber threat intelligence?
https://www.shodan.io/
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Ox10 Q&A

Ask me anything you want
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Ox11 Thank you

Presentation in PDF format is available on https://news.baycode.eu

Meet me again at https://wguisw.org

[BEC Poland]
[Copyright © 2024 Krystian Bajno] WGUISW I Mar 5th, 2024
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